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Every message a module can put into its warning, info or error variable, with the level that decides which of the three it lands in. The
texts are English in every language: they are values a plant writes into its own variables, and a peer, a dashboard or a mail template
reading them must find the same words everywhere.

A {nane} in atext marks where the module substitutes a value — an address, a register, a count. The Code is an internal
identifier: it is never written into a variable and never appears in a message, and it is here so that a message whose wording
improves can still be recognised as the same condition.

A code has one row per sentence. Its first row is the general sentence, which a module writes when it has nothing more specific to
say; the rows after it are the other sentences modules write under the same code. The Modules column names the module types
that write each sentence, or al | when the engine writes it for every type.

See Status and messages for how the variables are assigned, and Connectivity for what each status means on a link.

Code Level Text Modules
MODULE_OPENED I NFO Mobdul e opened all
MODULE_CLOSED I NFO Modul e cl osed all
ENG NE_STOPPED I NFO Engi ne stopped all
RECOVERED I NFO Recovered after {n} failure all

(s) in {duration}

OPEN_FAI LED ERROR Open failed: {reason} all
CONFI G_I NVALI D ERROR Configuration invalid: all
{reason}
CONFI G_| NVALI D ERROR Configuration invalid: WEB_SERVICE_OUT

unsupported node ' {node}’

CONFI G_I NVALI D ERROR Configuration invalid: WEB_SERVICE_OUT
ti meout nust be at least 1 ns,
not {timeout}

CONFI G_I NVALI D ERROR No SMIP host MAILER
CONFI G_I NVALI D ERROR No sender address MAILER
CONFI G_I NVALI D ERROR Unsupported SMIP security MAILER

"{security}'

CONFI G_I NVALI D ERROR No host S7-Client, EIP-Client, IEC104-Client
CONFI G_| NVALI D ERROR No endpoi nt URL OPCUA-Client
CONFI G_I NVALI D ERROR No usabl e security policy: OPCUA-Server

{policies}
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CONFI G_I NVALI D

CONFI G_I NVALI D

CONFI G_| NVALI D

LI CENCE_REFUSED

PROCESS_FAI LED

PROCESS_FAI LED

CRON_I NVALI D

CRON_I NVALI D

CONNECTI ON_REFUSED

NO_RESPONSE

NO_RESPONSE

NO_RESPONSE

NO_RESPONSE

MODBUS_EXCEPTI ON

CRC_ERRCR

CRC_ERROR

CRC_ERRCR

REQUEST | NVALI D

REQUEST_| NVALI D

PORT_OPENED

PORT_BUSY

PORT_NOT_FOUND
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ERROR

ERROR

ERROR

ERROR

WARNI NG

WARNI NG

ERROR

ERROR

ERROR

ERROR

ERROR

ERROR

ERROR

WARNI NG

WARNI NG

WARNI NG

WARNI NG

WARNI NG

WARNI NG

I NFO

ERROR

ERROR

{field}: {type}
a station reports,

is sonething
not a
comrand this nmodul e can send
{field}: {type} is a

command, and a coll ector reads
rat her than commands

{field}:
t hat
do anyt hing

a conmmand poi nt
is not witable can never

The licence does not adnmit
this nmodul e

Notification failed: {reason}

Notification failed:
processing {input}: {reason}

Invalid schedule '{cron}":
{reason}

No schedul e given

Connection refused by
{addr ess}

No response from {address}

No response from {address}
witing register {register}

No response on {port}

No response on {port}
witing register {register}

Mbdbus exception {code}
({rmeani ng}) at
{register}

regi ster

Bad checksumon {n} frane(s)
Bad checksum on {port}
Bad checksum from {addr ess}

Invalid request discarded:
{reason}

Inval id request discarded:
{address} is not an all owed
client

Serial port {port} opened

Serial port {port} is busy

Serial port {port} not found
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IEC104-Client

IEC104-Client

IEC104-Server

all

all

MERGER

MB-TCP-Master, MB-SER-Master,
SCHEDULER, DOPULL, DBREPLICATOR,
OPCUA-Client, S7-Client, EIP-Client, IEC104-
Client

MB-TCP-Master, MB-SER-Master,
SCHEDULER, DOPULL, DBREPLICATOR,
OPCUA-Client, S7-Client, EIP-Client, IEC104-
Client

MB-TCP-Master

MB-TCP-Master

MB-TCP-Master

MB-SER-Master

MB-SER-Master

MB-TCP-Master, MB-SER-Master

MB-SER-Slave

MB-SER-Master

MB-TCP-Master

MB-TCP-Slave, IEC104-Server

IEC104-Server

MB-SER-Master, MB-SER-Slave

MB-SER-Master, MB-SER-Slave

MB-SER-Master, MB-SER-Slave
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PORT_ACCESS_DEN ED ERROR Access denied to serial port MB-SER-Master, MB-SER-Slave
{port}

PORT_LOST WARNI NG Serial port {port} Iost MB-SER-Slave

PORT_UNAVAI LABLE ERROR Serial port {port} MB-SER-Slave

unavai l abl e

Bl ND_FAI LED ERROR Cannot |isten on port MB-TCP-Slave, OPCUA-Server, IEC104-Server
{port}: {reason}

LI STENI NG I NFO Li stening on port {port} MB-TCP-Slave, OPCUA-Server, IEC104-Server

CLI ENT_CONNECTED I NFO Client {address} connected MB-TCP-Slave, IEC104-Server

CLI ENT_DI SCONNECTED WARNI NG Client {address} disconnected MB-TCP-Slave, IEC104-Server

CONNECTED I NFO Connected to {server} OPCUA-Client, S7-Client, EIP-Client, IEC104-
Client

SUBSCRI BED I NFO Subscribed to {n} node(s) OPCUA-Client

SUBSCRI BE_FAI LED WARNI NG {n} of {total} node(s) OPCUA-Client

refused by the server

SUBSCRI BE_FAI LED WARNI NG Subscri ption refused: OPCUA-Client
{reason}
DI SCONNECTED WARNI NG Di sconnected from {server} OPCUA-Client, S7-Client, EIP-Client, IEC104-
Client
SERVER_UNREACHABLE ERROR Server {server} unreachabl e OPCUA-Client, IEC104-Client
SERVER_UNREACHABLE ERROR Server {server} unreachabl e: OPCUA-Client
{reason}
CERTI FI CATE_UNTRUSTED ERROR Server certificate not OPCUA-Client

trusted: {thunbprint}

READ_FAI LED ERROR Readi ng {node} failed: OPCUA-Client
{reason}

NODE_BAD_STATUS WARNI NG {node} returned {status} OPCUA-Client

WRI TE_REFUSED WARNI NG {node} refused the wite: OPCUA-Client
{reason}

WRI TE_REFUSED WARNI NG Witing {node} failed: OPCUA-Client, S7-Client, EIP-Client
{reason}

VALUE_REFUSED WARNI NG Variabl e {variabl e} refused OPCUA-Client, IEC104-Server

the val ue: {reason}

VALUE_REFUSED WARNI NG Vari abl e {variabl e} could OPCUA-Server
not be published: {reason}

ADDRESS_| NVALI D ERROR {mappi ng}: {reason} S7-Client, EIP-Client

ADDRESS_| NVALI D ERROR {mappi ng}: an infornation IEC104-Client, IEC104-Server
obj ect address is 0 to
16777215, not {ioa}

ADDRESS_| NVALI D ERROR {mapping}: '{type}' is not a IEC104-Client, IEC104-Server
type this nodule carries

PLC_UNREACHABLE ERROR PLC {pl c} unreachabl e S7-Client, EIP-Client
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TAG_REFUSED WARNI NG {address} returned {code} S7-Client, EIP-Client

TAG_REFUSED WARNI NG {address} refused the wite: S7-Client, EIP-Client
{code}

TAG_REFUSED WARNI NG {ioa} returned {type}, and IEC104-Client

the point is configured as
{confi gured}

LI NK_STOPPED WARNI NG The far end stopped data IEC104-Client
transfer: {reason}

SEQUENCE_ERROR WARNI NG Sequence out of step: IEC104-Client
{reason}
| NTERROGATI ON_FAI LED WARNI NG General interrogation did IEC104-Client
not conplete: the station
refused it
COMVAND_REFUSED WARNI NG Command to {ioa} refused: IEC104-Client, IEC104-Server
{reason}
COWAND_REFUSED WARNI NG Command to {ioa} refused: IEC104-Client

the station returned a
negative {cause}

COMVAND_REFUSED WARNI NG Commend to {ioa} refused: IEC104-Client
the link is not up

QUALI TY_I NVALI D WARNI NG {ioa} reported {quality} IEC104-Client
PEER_UNKNOWN ERROR Peer '{peer}' is not defined DOPUSH, DOPULL, DBREPLICATOR
PEER_UNKNOVWN ERROR Peer '{peer}' is not defined DOPUSH, DOPULL, DBREPLICATOR

(known: {peers})

PEER_UNUSABLE ERROR Peer '{peer}' is disabled or DOPUSH, DOPULL, DBREPLICATOR
has no secret

PEER_REFUSED ERROR Peer '{peer}' refused the DOPUSH, DOPULL, DBREPLICATOR
request: {reason}

PEER_UNAVAI LABLE ERROR Peer '{peer}' unavail abl e: DOPUSH, DOPULL, DBREPLICATOR
{reason}

PARTI AL_DELI VERY WARNI NG {n} of {total} variable(s) DOPUSH, DBREPLICATOR
del i vered

VARI ABLES_M SSI NG WARNI NG {n} variable(s) not defined DOPULL

on the peer

LOGGER _UNKNOWN ERROR Logger '{logger}' is not DBREPLICATOR
defi ned
TARGET_NOT_FOUND ERROR Target |ogger '{target}' not DBREPLICATOR

found on the peer

TARGET_DI SABLED ERROR Target |ogger '{target}' is DBREPLICATOR
di sabl ed on the peer

BACKLOG_PENDI NG WARNI NG Replication behind: nore DBREPLICATOR
than {n} row(s) pending

CAUGHT_UP I NFO Repl i cation caught up DBREPLICATOR
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DATABASE OPENED

DATABASE_UNAVAI LABLE

DATABASE_UNAVAI LABLE

QUEUE_BACKLOG

NO_I NPUTS
NO_QUTPUT

UNKNOWN_I NPUT

UNKNOWN_QUTPUT

FI LTER_SYNTAX

BOUND_NAME_COLLI SI ON

TYPE_NOT_ASSI GNABLE

FI LTER_FAI LED

FI LTER_NOT_BOOLEAN

QUTPUT_REFUSED

QUTPUT_FAI LED

SMIP_AUTH_REFUSED

SEND_FAI LED

HTTP_STATUS

REQUEST_FAI LED
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I NFO

ERROR

ERROR

WARNI NG

ERROR

ERROR

ERROR

ERROR

ERROR

WARNI NG

WARNI NG

WARNI NG

WARNI NG

WARNI NG

WARNI NG

ERROR

ERROR

ERROR

ERROR

Dat abase {file} opened

Dat abase unavai |l abl e: {n}
rows dropped

Dat abase unavai | abl e:
{reason}

Loggi ng queue backl og: {n}
roms) waiting

No i nputs
No out put

Input {input} is not a
vari abl e

Qut put {output} is not a
vari abl e

Filter does not conpile:
{reason}

Vari abl e {nane} has the nane
of the bound val ue, so the
filter cannot read it

Input {input} ({fron})
cannot be assigned to output
{output} ({to})

Filter failed for {input}:
{reason}

Filter returned {type}, not
a bool ean

Qut put {output} refused
{val ue}: {reason}

Witing output {output}
failed: {reason}

The nmil server refused the
credential s

Mai | delivery failed:
{reason}

HTTP {status} from {url}

Request to {url} failed:
{reason}

This page describes Data Orchester engine 6.12.0.
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LOGGER

LOGGER

LOGGER

LOGGER

MERGER

MERGER

MERGER

MERGER

MERGER

MERGER

MERGER

MERGER

MERGER

MERGER

MERGER

MAILER

MAILER

WEB_SERVICE_OUT

WEB_SERVICE_OUT
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